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RESOURCES T0 LEARN
MORE

Make a throw-away Reddit
account, protect your password,

76

and looking into these subreddits :

from your TOR browser:
e r/privacy

e r/cybersecurity_help
e r/self-hosted

Also use your TOR browser to
check out https://ssd.eef.org

Pass this zine around
& stay safe!

—

7  OTHER TIPS 7%

CYBERSEGURITY
DURING

CHRISTO~
m»w@wg

Vi, /2024

Digital safety tips for Kinksters,
Women, & Queer and Trans
Folks!

o Carefully review the security
settings of the sites and devices
you use and select the most
private options you can. For ex:
set your social media accounts
to be private/unsearchable.

e Be cautious what info you share
online anyway, even privately in
DMs. All apps and websites can
be exploited: a researcher
famously found a severe
vulnerability in Fetlife in 2023.

» Be careful who you trust with
your stories, your photos, and
your experiences. When in
doubt, vet people before
sharing personal information.

I'M NOT TECH SAVVY! 3

Don’t worry: this zine is for
you! Read this zine to learn
basic cybersecurity terms and
practical tips for securing the
communications and devices
of people who are targeted by
the Christo-fascist Nation
State and its actors, especially
kinksters, women, queer and
trans people.

PLEASE NOTE! These tips are a
starting point for better

cybersecurity. They can’t
guarantee your safety 100%. &
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DON'T DOXX YOURSELF! &

Doxxing means sharing personal
information online that identifies
who someone is, or where they live,
work, etc. When in doubt, don’t
share information about yourself
online.

If you must share photos;check that
they don’t reveal your tattoos, ID
info on a pet collar tag, landmarks
near your home, or other info that
could doxx you. Strip the metadata
attached your photos that shares
where and when-and how the photo
was taken by using free EXIF-
remover software like EXIF Cleaner.

Don’t forget to review old photos
and social media posts for personal
info and delete them!
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BROWSE PRIVATELY 9§

Every time you Google something,
you leave a trail of what you were
searching for. Keep your online
browsing and website visit history
private by using the free Onion
Router (TOR) which protects your
privacy by sending your data
through encrypted layers.

Some websites (like banks) won't let
you-access them using TOR because
a Christo-fascist state assumes
anyone seeking privacy is a criminal.
Whenever you must use a “regular”
browser, use DuckDuckGo, plus a
Virtual Private Network (VPN) to
mask your IP address. There are
many VPNs tailored to what you
need. TOR offers a free VPN, too.
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SECURE YOUR DEVICES 6

Police can and have forcibly
used peoples’ face or
fingerprints to unlock devices.
So use a password or PIN-in
addition to a bio-lock like those.

- Check your device’s security
| setting ensure you:

¢ Have auto-lock turned on

e Wipe data after a certain
number of incorrect
password attempts

¢ Have all updates
downloaded and installed.
Updates contain patches
that fix various security
vulnerabilities.

CENSORSHIP & BookS 77
PART 1 |

The Christo-fascist State is well practiced
in banning or censoring parts of books.
Did you know that ebooks are also not
safe? That’s because you don’t actually
own them. When you “buy” an ebook,
you're actually paying to “license” the
content on your device. This means the
government can forge-a publisher to

J
To avoid this, ydu need to mﬁ% the Digital
Rights ZQ:Q\.BQ‘; (DRM) sgftivare out




